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Abstract. Social Network Sites (SNS) (e.g., Facebook, Youtube), have
been playing a great role in our lives. On one hand, they help to connect
people in the way that would otherwise never possible before. Many re-
cent breakthroughs in Al such as facial recognition were achieved thanks
to the amount of available data in the Internet via SNS. However, on the
other hand, they can have major impacts on people life, good or bad.
Due to privacy concerns, many people have tried to avoid SNS [2] to
protect their privacy. Similar to the security issue of the Internet proto-
col, Machine Learning - which is the core of Al, was not designed with
privacy in mind. For instance, Support Vector Machines (SVMs) try to
solve a quadratic optimization problem by deciding which instances of
training dataset are support vectors. This means that the data of people
involved in the training process will be also published within the SVM
models. Recently, Fredrikson et al. [1] used hill-climbing algorithm on the
output probabilities of a computer-vision classifier to reveal individual
faces from the training data. Because of all these issues, privacy guar-
antees must apply to the worst-case outliers and thus will also destroy
data utilities. From all above reasons, in my PhD project, we study on
(1) how to protect privacy when learning predictive models and how to
have a good trade-off between data utilities and privacy, to avoid privacy
breaches such as Cambridge Analytical in the future.

1 Introduction

In the information age, online society on social network and the real social net-
work are highly related. Many researchers have been studying user activities on
Social Network Sites (SNS) (e.g., Facebook, Twitter) to understand user be-
haviour *. Recent thorough review of Waheed et al. [8] on 116 primary studies
showed that “activities performed on SNS are either associated with user behav-
ior or reflect personality characteristics”. This means that, understanding user
activities on SNS is a key challenge to better support people for a sustainable
society. A society that can assure its citizens equality, freedom and a healthy
standard of living by understanding emotional changes and social behaviour of
its citizens to better support them with privacy-guarantee (e.g., to avoid depres-
sion).

*There are ~3.2M results from Google Scholar for the keyword “social network and
user behavior”.
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2 Methodologies

Our current research ranging from protecting privacy for data-sharing [7], pre-
dictive models [4], and to data analysis [6, 5, 3] including:

Personality-Based Knowledge Extraction for Privacy-preserving Data Anal-
ysis [6].

Self-adaptive Privacy Concern Detection for User-generated Contents [4].
Generic Multilayer Network Data Analysis with the Fusion of Content and
Structure [5].

dpUGC: Learn Differentially Private Representation for User Generated
Contents [7].

Graph-based Interactive Data Federation System for Heterogeneous Data
Retrieval and Analytics [3].
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